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PATENT 

Attorney Docket No.: 16869B-082900US 
Client ref. No.:HAL-281 

METHOD AND APPARATUS FOR SYNCHRONIZING APPLICATIONS 
FOR DATA RECOVERY USING STORAGE BASED JOURNALING 

CROSS-REFERENCES TO RELATED APPLICATIONS 
5 [01] This application is related to the following commonly owned and co-pending U.S. 
applications: 

"Method and Apparatus for Data Recovery Using Storage Based Journaling,," 
Attorney Docket Number 16869B-082700US, and 

"Method and Apparatus for Data Recovery Using Storage Based Journaling," 
10 Attorney Docket Number 16869B-082800US, 

both of which are herein incorporated by reference for all purposes. 

BACKGROUND OF THE INVENTION 
[02] The present invention is related to computer storage and in particular to the recovery 
15 of data. 

[03] Several methods are conventionally used to prevent the loss of data. Typically, data is 
backed up in a periodic manner (e.g., once a day) by a system administrator. Many systems 
are commercially available which provide backup and recovery of data; e.g., Veritas 
NetBackup, Legato/Networker, and so on. Another technique is known as volume 
20 shadowing. This technique produces a mirror image of data onto a secondary storage system 
as it is being written to the primary storage system. 

[04] Journaling is a backup and restore technique commonly used in database systems. An 
image of the data to be backed up is taken. Then, as changes are made to the data, a journal 
of the changes is maintained. Recovery of data is accomplished by applying the journal to an 
25 appropriate image to recover data at any point in time. Typical database systems, such as 
Oracle, can perform journaling. 

[05] Except for database systems, however, there are no ways to recover data at any point 
in time. Even for database systems, applying a journal takes time since the procedure 
includes: 

30 • reading the journal data from storage (e.g., disk) 

• the journal must be analyzed to determine at where in the journal the desired data 
can be found 



• apply the journal data to a suitable image of the data to reproduce the activities 
performed on the data - this usually involves accessing the image, and writing out 
data as the journal is applied 

5 [06] Recovering data at any point in time addresses the following types of administrative 
requirements. For example, a typical request might be, "I deleted a file by mistake at around 
10:00 am yesterday. I have to recover the file just before it was deleted." 
[07] If the data is not in a database system, this kind of request cannot be conveniently, if 
at all, serviced. A need therefore exists for processing data in a manner that facilitates 
10 recovery of lost data. A need exists for being able to provide data processing that facilitates 
data recovery in user environments other than in a database application. 

SUMMARY OF THE INVENTION 
[08] In accordance with an aspect of the present invention, a storage system exposes an 

15 application programmer's interface (API) for applications program running on a host. The 
API allows execution of program code to create marker journal entries. The API also 
provides for retrieval of marker journals, and recovery operations. Another aspect of the 
invention, is the monitoring of operations being performed on a data store and the creation of 
marker journal entries upon detection one or more predetermined operations. Still another 

20 aspect of the invention is the retrieval of marker journal entries to facilitate recovery of a 
desired data state. 

BRIEF DESCRIPTION OF THE DRAWINGS 
[09] Aspects, advantages and novel features of the present invention will become apparent 
25 from the following description of the invention presented in conjunction with the 
accompanying drawings: 

Fig. 1 is a high level generalized block diagram of an illustrative embodiment 

of the present invention; 

Fig. 2 is a generalized illustration of a illustrative embodiment of a data 
30 structure for storing journal entries in accordance with the present invention; 

Fig. 3 is a generalized illustration of an illustrative embodiment of a data 
structure for managing the snapshot volumes and the journal entry volumes in accordance 
with the present invention; 

Fig. 4 is a high level flow diagram highlighting the processing between the 
35 recovery manager and the controller in the storage system; 
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Fig. 5 illustrates the relationship between a snapshot and a plurality of journal 

entries; 

Fig. 5 A illustrates the relationship among a plurality of snapshots and a 
plurality of journal entries; 
5 Fig. 6 is a high level illustration of the data flow when an overflow condition 

arises; 

Fig. 7 is a high level flow chart highlighting an aspect of the controller in the 
storage system to handle an overflow condition; 

Fig. 7A illustrates an alternative to a processing step shown in Fig. 7; 
10 Fig. 8 illustrates the use of marker journal entries; 

Fig. 9 shows a SCSI-based implementation of the embodiment shown in 

Fig. 8; 

Fig. 10 shows a block diagram of the API's according to another aspect of the 

invention; and 

15 Fig. 1 1 is a flowchart highlighting the steps for a recovery operation. 

DESCRIPTION OF THE SPECIFIC EMBODIMENTS 
[10] Fig. 1 is a high level generalized block diagram of an illustrative embodiment of a 
backup and recovery system according to the present invention. When the system is 

20 activated, a snapshot is taken for production data volumes (DVOL) 101. The term 

"snapshot" in this context conventionally refers to a data image of at the data volume at a 
given point in time. Depending on system requirements, implementation, and so on, the 
snapshot can be of the entire data volume, or some portion or portions of the data volume(s). 
During the normal course of operation of the system in accordance with the invention, a 

25 journal entry is made for every write operation issued from the host to the data volumes. As 
will be discussed below, by applying a series of journal entries to an appropriate snapshot, 
data can be recovered at any point in time. 

[11] The backup and recovery system shown in Fig. 1 includes at least one storage system 
100. Though not shown, one of ordinary skill can appreciate that the storage system includes 
30 suitable processor(s), memory, and control circuitry to perform IO between a host 110 and its 
storage media (e.g., disks). The backup and recovery system also requires at least one host 
1 10. A suitable communication path 130 is provided between the host and the storage 
system. 
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[12] The host 1 10 typically will have one or more user applications (APP) 112 executing 
on it. These applications will read and/or write data to storage media contained in the data 
volumes 101 of storage system 100. Thus, applications 112 and the data volumes 101 
represent the target resources to be protected. It can be appreciated that data used by the user 
5 applications can be stored in one or more data volumes. 

[13] In accordance with the invention, a journal group (JNLG) 102 is defined. The data 
volumes 101 are organized into the journal group. In accordance with the present invention, 
a journal group is the smallest unit of data volumes where journaling of the write operations 
from the host 1 10 to the data volumes is guaranteed. The associated journal records the order 

10 of write operations from the host to the data volumes in proper sequence. The journal data 
produced by the journaling activity can be stored in one or more journal volumes(JVOL) 106. 
[14] The host 1 1 0 also includes a recovery manager (RM) 111. This component provides 
a high level coordination of the backup and recovery operations. Additional discussion about 
the recovery manager will be discussed below. 

15 [15] The storage system 100 provides a snapshot (SS) 105 of the data volumes comprising 
a journal group. For example, the snapshot 105 is representative of the data volumes 101 in 
the journal group 106 at the point in time that the snapshot was taken. Conventional methods 
are known for producing the snapshot image. One or more snapshot volumes (SVOL) 107 
are provided in the storage system which contain the snapshot data. A snapshot can be 

20 contained in one or more snapshot volumes. Though the disclosed embodiment illustrates 
separate storage components for the journal data and the snapshot data, it can be appreciated 
that other implementations can provide a single storage component for storing the journal 
data and the snapshot data. 

[16] A management table (MT) 108 is provided to store the information relating to the 
25 journal group 102, the snapshot 105, and the journal volume(s) 106. Fig. 3 and the 
accompanying discussion below reveal additional detail about the management table. 
[17] A controller component 140 is also provided which coordinates the journaling of 
write operations and snapshots of the data volumes, and the corresponding movement of data 
among the different storage components 101, 106, 107. It can be appreciated that the 
30 controller component is a logical representation of a physical implementation which may 
comprise one or more sub-components distributed within the storage system 100. 
[18] Fig. 2 shows the data used in an implementation of the journal. When a write request 
from the host 1 10 arrives at the storage system 100, a journal is generated in response. The 
journal comprises a Journal Header 219 and Journal Data 225. The Journal Header 219 
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contains information about its corresponding Journal Data 225. The Journal Data 225 
comprises the data (write data) that is the subject of the write operation. 
[19] The Journal Header 219 comprises an offset number (JH_OFS) 211. The offset 
number identifies a particular data volume 101 in the journal group 102. In this particular 
5 implementation, the data volumes are ordered as the 0 th data volume, the 1 st data volume, the 
2 nd data volume and so on. The offset numbers might be 0, 1, 2, etc. 

[20] A starting address in the data volume (identified by the offset number 21 1) to which 
the write data is to be written is stored to a field in the Journal Header 219 to contain an 
address (JH ADR) 212. For example, the address can be represented as a block number 

10 (LB A, Logical Block Address). 

[21] A field in the Journal Header 219 stores a data length (JH_LEN) 213, which 
represents the data length of the write data. Typically it is represented as a number of blocks. 
[22] A field in the Journal Header 219 stores the write time (JH_TEME) 214, which 
represents the time when the write request arrives at the storage system 100. The write time 

15 can include the calendar date, hours, minutes, seconds and even milliseconds. This time can 
be provided by the disk controller 140 or by the host 110. For example, in a mainframe 
computing environment, two or more mainframe hosts share a timer and can provide the time 
when a write command is issued. 

[23] Asequencenumber(JH_SEQ)215 is assigned to each write request. The sequence 
20 number is stored in a field in the Journal Header 219. Every sequence number within a given 
journal group 102 is unique. The sequence number is assigned to a journal entry when it is 
created. 

[24] A journal volume identifier (JH JVOL) 216 is also stored in the Journal Header 219. 
The volume identifier identifies the journal volume 106 associated with the Journal Data 225. 
25 The identifier is indicative of the journal volume containing the Journal Data. It is noted that 
the Journal Data can be stored in a journal volume that is different from the journal volume 
which contains the Journal Header. 

[25] A journal data address (JH_JADR) 2 1 7 stored in the Journal Header 2 1 9 contains the 
beginning address of the Journal Data 225 in the associated journal volume 106 that contains 
30 the Journal Data. 

[26] Fig. 2 shows that the journal volume 106 comprises two data areas: a Journal Header 
Area 210 and a Journal Data Area 220. The Journal Header Area 210 contains only Journal 
Headers 219, and Journal Data Area 220 contains only Journal Data 225. The Journal Header 
is a fixed size data structure. A Journal Header is allocated sequentially from the beginning 
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of the Journal Header Area. This sequential organization corresponds to the chronological 
order of the journal entries. As will be discussed, data is provided that points to the first 
journal entry in the list, which represents the "oldest" journal entry. It is typically necessary 
to find the Journal Header 219 for a given sequence number (as stored in the sequence 
5 number field 215) or for a given write time (as stored in the time field 214). 

[27] A journal type field (JH_TYPE) 218 identifies the type of journal entry. The value 
contained in this field indicates a type of MARKER or INTERNAL. If the type is 
MARKER, then the journal is a marker journal. The purpose of a MARKER type of journal 
will be discussed below. If the type is INTERNAL, then the journal records the data that is 

10 the subject of the write operation issued from the host 110. 

[28] Journal Header 219 and Journal Data 225 are contained in chronological order in their 
respective areas in the journal volume 106. Thus, the order in which the Journal Header and 
the Journal Data are stored in the journal volume is the same order as the assigned sequence 
number. As will be discussed below, an aspect of the present invention is that the journal 

15 information 219, 225 wrap within their respective areas 210, 220. 

[29] Fig. 3 shows detail about the management table 108 (Fig. 1). In order to manage the 
Journal Header Area 210 and Journal Data Area 220, pointers for each area are needed. As 
mentioned above, the management table maintains configuration information about a journal 
group 102 and the relationship between the journal group and its associated journal volume(s) 

20 106 and snapshot image 105. 

[30] The management table 300 shown in Fig. 3 illustrates an example management table 
and its contents. The management table stores a journal group ID (GRID) 310 which 
identifies a particular journal group 102 in a storage system 100. A journal group name 
(GRNAME) 31 1 can also be provided to identify the journal group with a human 

25 recognizable identifier. 

[31] A journal attribute (GRATTR) 312 is associated with the journal group 102. In 
accordance with this particular implementation, two attributes are defined: MASTER and 
RESTORE. The MASTER attribute indicates the journal group is being journaled. The 
RESTORE attribute indicates that the journal group is being restored from a journal. 

30 [32] A journal status (GRSTS) 315 is associated with the journal group 102. There are two 
statuses: ACTIVE and INACTIVE. 

[33] The management table includes a field to hold a sequence counter (SEQ) 313. This 
counter serves as the source of sequence numbers used in the Journal Header 219. When 



creating a new journal, the sequence number 313 is read and assigned to the new journal. 
Then, the sequence number is incremented and written back into the management table. 
[34] The number (NUM_DVOL) 314 of data volumes 101 contained in a give journal 
group 102 is stored in the management table. 
5 [35] A data volume list (DVOL_LIST) 320 lists the data volumes in a journal group. In a 
particular implementation, DVOL_LIST is a pointer to the first entry of a data structure 
which holds the data volume information. This can be seen in Fig. 3. Each data volume 
information comprises an offset number (DVOL_OFFS) 321. For example, if the journal 
group 102 comprises three data volumes, the offset values could be 0, 1 and 2. A data 

10 volume identifier (DVOL_ID) 322 uniquely identifies a data volume within the entire storage 
system 100. A pointer (DVOL_NEXT) 324 points to the data structure holding information 
for the next data volume in the journal group; it is a NULL value otherwise. 
[36] The management table includes a field to store the number of journal volumes 
(NUMJVOL) 330 that are being used to contain the data (journal header and journal data) 

15 associated with a journal group 102. 

[37] As described in Fig. 2, the Journal Header Area 210 contains the Journal Headers 219 
for each journal; likewise for the Journal Data components 225. As mentioned above, an 
aspect of the invention is that the data areas 210, 220 wrap. This allows for journaling to 
continue despite the fact that there is limited space in each data area. 

20 [38] The management table includes fields to store pointers to different parts of the data 
areas 210, 220 to facilitate wrapping. Fields are provided to identify where the next journal 
entry is to be stored. A field (JI_HEAD_VOL) 331 identifies the journal volume 106 that 
contains the Journal Header Area 210 which will store the next new Journal Header 219. A 
field (JIJFJEADADR) 332 identifies an address on the journal volume of the location in the 

25 Journal Header Area where the next Journal Header will be stored. The journal volume that 
contains the Journal Data Area 220 into which the journal data will be stored is identified by 
information in a field (JI_DATA_VOL) 335. A field (JIJDATA_ADR) 336 identifies the 
specific address in the Journal Data Area where the data will be stored. Thus, the next 
journal entry to be written is "pointed" to by the information contained in the "JI_" fields 

30 331,332,335,336. 

[39] The management table also includes fields which identify the "oldest" journal entry. 
The use of this information will be described below. A field (JO_HEAD_VOL) 333 
identifies the journal volume which stores the Journal Header Area 210 that contains the 
oldest Journal Header 219. A field (JOJHEAD_ADR) 334 identifies the address within the 
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Journal Header Area of the location of the journal header of the oldest journal. A field 
(JO_DATA_VOL) 337 identifies the journal volume which stores the Journal Data Area 220 
that contains the data of the oldest journal. The location of the data in the Journal Data Area 
is stored in a field (JO_DATA_ADR) 338. 
5 [40] The management table includes a list of journal volumes (JVOL_LIST) 340 

associated with a particular journal group 102. In a particular implementation, JVOL LIST 
is a pointer to a data structure of information for journal volumes. As can be seen in Fig. 3, 
each data structure comprises an offset number (JVOL_OFS) 341 which identifies a 
particular journal volume 106 associated with a given journal group 102. For example, if a 

10 journal group is associated with two journal volumes 106, then each journal volume might be 
identified by a 0 or a 1. A journal volume identifier (JVOL_ID) 342 uniquely identifies the 
journal volume within the storage system 100. Finally, a pointer (JVOLJSIEXT) 344 points 
to the next data structure entry pertaining to the next journal volume associated with the 
journal group; it is a NULL value otherwise. 

15 [41] The management table includes a list (SS_LIST) 350 of snapshot images 105 

associated with a given journal group 102. In this particular implementation, SS_LIST is a 
pointer to snapshot information data structures, as indicated in Fig. 3. Each snapshot 
information data structure includes a sequence number (SS_SEQ) 351 that is assigned when 
the snapshot is taken. As discussed above, the number comes from the sequence counter 313. 

20 A time value (SS_TIME) 352 indicates the time when the snapshot was taken. A status 

(SS_STS) 358 is associated with each snapshot; valid values include VALID and INVALID. 
A pointer (SS__NEXT) 353 points to the next snapshot information data structure; it is a 
NULL value otherwise. 

[42] Each snapshot information data structure also includes a list of snapshot volumes 107 
25 (Fig. 1) used to store the snapshot images 105. As can be seen in Fig. 3, a pointer 

(SVOL_LIST) 354 to a snapshot volume information data structure is stored in each snapshot 
information data structure. Each snapshot volume information data structure includes an 
offset number (SVOL_OFFS) 355 which identifies a snapshot volume that contains at least a 
portion of the snapshot image. It is possible that a snapshot image will be segmented or 
30 otherwise partitioned and stored in more than one snapshot volume. In this particular 
implementation, the offset identifies the i th snapshot volume which contains a portion 
(segment, partition, etc) of the snapshot image. In one implementation, the i th segment of the 
snapshot image might be stored in the i th snapshot volume. Each snapshot volume 
information data structure further includes a snapshot volume identifier (SVOL_ID) 356 that 



uniquely identifies the snapshot volume in the storage system 100. A pointer (SVOL_NEXT) 
357 points to the next snapshot volume information data structure for a given snapshot image. 
[43] Fig 4 shows a flowchart highlighting the processing performed by the recovery 
manager 1 1 1 and Storage System 100 to initiate backup processing in accordance with the 
5 illustrative embodiment of the invention as shown in the figures. If journal entries are not 
recorded during the taking of a snapshot, the write operations corresponding to those journal 
entries would be lost and data corruption could occur during a data restoration operation. 
Thus, in accordance with an aspect of the invention, the journaling process is started prior to 
taking the first snapshot. Doing this ensures that any write operations which occur during the 
1 0 taking of a snapshot are journaled. As a note, any journal entries recorded prior to the 
completion of the snapshot can be ignored. 

[44] Further in accordance with the invention, a single sequence of numbers (SEQ) 313 are 
associated with each of one or more snapshots and journal entries, as they are created. The 
purpose of associating the same sequence of numbers to both the snapshots and the journal 

1 5 entries will be discussed below. 

[45] Continuing with Fig. 4, the recovery manager 1 1 1 might define, in a step 410, a 
journal group (JNLG) 102 if one has not already been defined. As indicated in Fig. 1, this 
may include identifying one or data volumes (DVOL) 101 for which journaling is performed, 
and identifying one or journal volumes (J VOL) 106 which are used to store the journal- 

20 related information. The recovery manager performs a suitable sequence of interactions with 
the storage system 100 to accomplish this. In a step 415, the storage system may create a 
management table 108 (Fig. 1), incorporating the various information shown in the table 
detail 300 illustrated in Fig. 3. Among other things, the process includes initializing the 
JVOL_LIST 340 to list the journal volumes which comprise the journal group 102 Likewise, 

25 the list of data volumes DVOL_LIST 320 is created. The fields which identify the next 
journal entry (or in this case where the table is first created, the first journal entry) are 
initialized. Thus, JI_HEAD_VOL 331 might identify the first in the list of journal volumes 
and JI_HEAD_ADR 332 might point to the first entry in the Journal Header Area 210 located 
in the first journal volume. Likewise, JI_DATA_VOL 335 might identify the first in the list 

30 of journal volumes and JI_DATA_ADR 336 might point to the beginning of the Journal Data 
Area 220 in the first journal volume. Note, that the header and the data areas 210, 220 may 
reside on different journal volumes, so JI_DATA_VOL might identify a journal volume 
different from the first journal volume. 
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[46] In a step 420, the recovery manager 1 1 1 will initiate the journaling process. Suitable 
communication(s) are made to the storage system 100 to perform journaling. In a step 425, 
the storage system will make a journal entry for each write operation that issues from the host 
110. 

5 [47] With reference to Fig. 3, making a journal entry includes, among other things, 
identifying the location for the next journal entry. The fields JI_HEAD_VOL 331 and 
JI HE AD_ ADR 332 identify the journal volume 106 and the location in the Journal Header 
Area 210 of the next Journal Header 219. The sequence counter (SEQ) 313 from the 
management table is copied to (associated with) the JH_SEQ 215 field of the next header. 
10 The sequence counter is then incremented and stored back to the management table. Of 
course, the sequence counter can be incremented first, copied to JH_SEQ 5 and then stored 
back to the management table. 

[48] The fields JI_DATA_VOL 335 and in the management table identify the journal 
volume and the beginning of the Journal Data Area 220 for storing the data associated with 
1 5 the write operation. The JI DATA VOL and JI_DATA_ADR fields are copied to 

JH_JVOL 216 and to JHADR 212, respectively, of the Journal Header, thus providing the 
Journal Header with a pointer to its corresponding Journal Data. The data of the write 
operation is stored. 

[49] The JI_HEAD_VOL 33 1 and JI HEAD ADR 332 fields are updated to point to the 
20 next Journal Header 2 1 9 for the next j ournal entry. This involves taking the next contiguous 
Journal Header entry in the Journal Header Area 210. Likewise, the JI_DATA_ADR field 
(and perhaps JI_DATA_VOL field) is updated to reflect the beginning of the Journal Data 
Area for the next journal entry. This involves advancing to the next available location in the 
Journal Data Area. These fields therefore can be viewed as pointing to a list of journal 
25 entries. Journal entries in the list are linked together by virtue of the sequential organization 
of the Journal Headers 219 in the Journal Header Area 210. 

[50] When the end of the Journal Header Area 210 is reached, the Journal Header 219 for 
the next journal entry wraps to the beginning of the Journal Header Area. Similarly for the 
Journal Data 225. To prevent overwriting earlier journal entries, the present invention 
30 provides for a procedure to free up entries in the journal volume 106. This aspect of the 
invention is discussed below. 

[51] For the very first journal entry, the JO_HEAD_VOL field 333, JO_HEAD_ADR field 
334, JO_DATA_VOL field 337, and the JO_DATA_ADR field 338 are set to contain their 
contents of their corresponding "JI_" fields. As will be explained the "JO_" fields point to 



the oldest journal entry. Thus, as new journal entries are made, the "JO_" fields do not 
advance while the "JI_" fields do advance. Update of the "JO J' fields is discussed below. 
[52] Continuing with the flowchart of Fig. 4, when the journaling process has been 
initiated, all write operations issuing from the host are journaled. Then in a step 430, the 

5 recovery manager 1 1 1 will initiate taking a snapshot of the data volumes 101 . The storage 
system 100 receives an indication from the recovery manager to take a snapshot. In a step 
435, the storage system performs the process of taking a snapshot of the data volumes. 
Among other things, this includes accessing SS_LIST 350 from the management table 
(Fig. 3). A suitable amount of memory is allocated for fields 351 - 354 to represent the next 

10 snapshot. The sequence counter (SEQ) 313 is copied to the field SS_SEQ 351 and 

incremented, in the manner discussed above for JH_SEQ 215. Thus, over time, a sequence of 
numbers is produced from SEQ 313, each number in the sequence being assigned either to a 
journal entry or a snapshot entry. 

[53] The snapshot is stored in one (or more) snapshot volumes (SVOL) 107. A suitable 
15 amount of memory is allocated for fields 355 - 357. The information relating to the SVOLs 
for storing the snapshot are then stored into the fields 355 - 357. If additional volumes are 
required to store the snapshot, then additional memory is allocated for fields 355 - 357. 
[54] Fig. 5 illustrates the relationship between journal entries and snapshots. The snapshot 
520 represents the first snapshot image of the data volumes 101 belonging to a journal group 
20 102. Note that journal entries (510) having sequence numbers SEQ0 and SEQ1 have been 
made, and represent journal entries for two write operations. These entries show that 
journaling has been initiated at a time prior to the snapshot being taken (step 420). Thus, at a 
time corresponding to the sequence number SEQ2, the recovery manager 1 1 1 initiates the 
taking of a snapshot, and since journaling has been initiated, any write operations occurring 
25 during the taking of the snapshot are journaled. Thus, the write operations 500 associated 

with the sequence numbers SEQ3 and higher show that those operations are being journaled. 
As an observation, the journal entries identified by sequence numbers SEQ0 and SEQ1 can 
be discarded or otherwise ignored. 

[55] Recovering data typically requires recover the data state of at least a portion of the 
30 data volumes 101 at a specific time. Generally, this is accomplished by applying one or more 
journal entries to a snapshot that was taken earlier in time relative to the journal entries. In 
the disclosed illustrative embodiment, the sequence number SEQ 313 is incremented each 
time it is assigned to a journal entry or to a snapshot. Therefore, it is a simple matter to 
identify which journal entries can be applied to a selected snapshot; i.e., those journal entries 



whose associated sequence numbers (JH_SEQ, 215) are greater than the sequence number 
(SS_SEQ, 351) associated with the selected snapshot. 

[56] For example, the administrator may specify some point in time, presumably a time 
that is earlier than the time (the "target time") at which the data in the data volume was lost or 
5 otherwise corrupted. The time field SS__TIME 352 for each snapshot is searched until a time 
earlier than the target time is found. Next, the Journal Headers 219 in the Journal Header 
Area 210 is searched, beginning from the "oldest" Journal Header. The oldest Journal 
Header can be identified by the "JOJ" fields 333, 334, 337, and 338 in the management table. 
The Journal Headers are searched sequentially in the area 210 for the first header whose 

10 sequence number JH_SEQ 215 is greater than the sequence number SSJSEQ 351 associated 
with the selected snapshot. The selected snapshot is incrementally updated by applying each 
journal entry, one at a time, to the snapshot in sequential order, thus reproducing the sequence 
of write operations. This continues as long as the time field JH_TIME 214 of the journal 
entry is prior to the target time. The update ceases with the first journal entry whose time 

1 5 field 2 14 is past the target time. 

[57] In accordance with one aspect of the invention, a single snapshot is taken. All journal 
entries subsequent to that snapshot can then be applied to reconstruct the data state at a given 
time. In accordance with another aspect of the present invention, multiple snapshots can be 
taken. This is shown in Fig. 5A where multiple snapshots 520' are taken. In accordance with 

20 the invention, each snapshot and journal entry is assigned a sequence number in the order in 
which the object (snapshot or journal entry) is recorded. It can be appreciated that there 
typically will be many journal entries 510 recorded between each snapshot 520'. Having 
multiple snapshots allows for quicker recovery time for restoring data. The snapshot closest 
in time to the target recovery time would be selected. The journal entries made subsequent to 

25 the snapshot could then be applied to restore the desired data state. 

[58] Fig. 6 illustrates another aspect of the present invention. In accordance with the 
invention, a journal entry is made for every write operation issued from the host; this can 
result in a rather large number of journal entries. As time passes and journal entries 
accumulate, the one or more journal volumes 106 defined by the recovery manager 111 for a 

30 journal group 102 will eventually fill up. At that time no more journal entries can be made. 
As a consequence, subsequent write operations would not be journaled and recovery of the 
data state subsequent to the time the journal volumes become filled would not be possible. 
[59] Fig. 6 shows that the storage system 100 will apply journal entries to a suitable 
snapshot in response to detection of an "overflow" condition. An "overflow" is deemed to 

12 



exist when the available space in the journal volume(s) falls below some predetermined 
threshold. It can be appreciated that many criteria can be used to determine if an overflow 
condition exists. A straightforward threshold is based on the total storage capacity of the 
journal volume(s) assigned for a journal group. When the free space becomes some 
5 percentage (say, 10%) of the total storage capacity, then an overflow condition exists. 

Another threshold might be used for each journal volume. In an aspect of the invention, the 
free space capacity in the journal volume(s) is periodically monitored. Alternatively, the free 
space can be monitored in an aperiodic manner. For example, the intervals between 
monitoring can be randomly spaced. As another example, the monitoring intervals can be 
10 spaced apart depending on the level of free space; i.e., the monitoring interval can vary as a 
function of the free space level. 

[60] Fig. 7 highlights the processing which takes place in the storage system 100 to detect 
an overflow condition. Thus, in a step, 710, the storage system periodically checks the total 
free space of the journal volume(s) 106; e.g., every ten seconds. The free space can easily be 

15 calculated since the pointers (e.g., JI_CTL_VOL 331, JI_CTL_ADDR 332) in the 

management table 300 maintain the current state of the storage consumed by the journal 
volumes. If the free space is above the threshold, then the monitoring process simply waits 
for a period of time to pass and then repeats its check of the journal volume free space. 
[61] If the free space falls below a predetermined threshold, then in a step 720 some of 

20 the journal entries are applied to a snapshot to update the snapshot. In particular, the oldest 
journal entry(ies) are applied to the snapshot. 

[62] Referring to Fig. 3, the Journal Header 219 of the "oldest" journal entry is identified 
by the JO_HEAD_VOL field 333 and the JO_HEAD_ADR field 334. These fields identify 
the journal volume and the location in the journal volume of the Journal Header Area 210 of 

25 the oldest journal entry. Likewise, the Journal Data of the oldest journal entry is identified by 
the JOJ5ATA_VOL field 337 and the JO_DATA_ADR field 338. The journal entry 
identified by these fields is applied to a snapshot. The snapshot that is selected is the 
snapshot having an associated sequence number closest to the sequence number of the journal 
entry and earlier in time than the journal entry. Thus, in this particular implementation where 

30 the sequence number is incremented each time, the snapshot having the sequence number 
closest to but less than the sequence number of the journal entry is selected (i.e., "earlier in 
time). When the snapshot is updated by applying the journal entry to it, the applied journal 
entry is freed. This can simply involve updating the JO_HEAD_VOL field 333, 
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JO_HEAD_ADR field 334, JO_DATA_VOL field 337, and the JO_DATA__ADR field 338 
to the next journal entry. 

[63] As an observation, it can be appreciated by those of ordinary skill, that the sequence 
numbers will eventually wrap, and start counting from zero again. It is well within the level 
5 of ordinary skill to provide a suitable mechanism for keeping track of this when comparing 
sequence numbers. 

[64] Continuing with Fig. 7, after applying the journal entry to the snapshot to update the 
snapshot, a check is made of the increase in the journal volume free space as a result of the 
applied journal entry being freed up (step 730). The free space can be compared against the 

10 threshold criterion used in step 710. Alternatively, a different threshold can be used. For 
example, here a higher amount of free space may be required to terminate this process than 
was used to initiate the process. This avoids invoking the process too frequently, but once 
invoked the second higher threshold encourages recovering as much free space as is 
reasonable. It can be appreciated that these thresholds can be determined empirically over 

1 5 time by an administrator. 

[65] Thus, in step 730, if the threshold for stopping the process is met (i.e., free space 
exceeds threshold), then the process stops. Otherwise, step 720 is repeated for the next oldest 
journal entry. Steps 730 and 720 are repeated until the free space level meets the threshold 
criterion used in step 730. 

20 [66] Fig. 7A highlights sub-steps for an alternative embodiment to step 720 shown in 

Fig. 7. Step 720 frees up a journal entry by applying it to the latest snapshot that is not later 
in time than the journal entry. However, where multiple snapshots are available, it may be 
possible to avoid the time consuming process of applying the journal entry to a snapshot in 
order to update the snapshot. 

25 [67] Fig. 7 A shows details for a step 720* that is an alternate to step 720 of Fig. 7. At a 
step 721, a determination is made whether a snapshot exists that is later in time than the 
oldest journal entry. This determination can be made by searching for the first snapshot 
whose associated sequence number is greater than that of the oldest journal entry. 
Alternatively, this determination can be made by looking for a snapshot that is a 

30 predetermined amount of time later than the oldest journal entry can be selected; for example, 
the criterion may be that the snapshot must be at least one hour later in time than the oldest 
journal entry. Still another alternate is to use the sequence numbers associated with the 
snapshots and the journal entries, rather than time. For example, the criterion might be to 
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select a snapshot whose sequence number is N increments away from the sequence number of 
the oldest journal entry. 

[68J If such a snapshot can be found in step 721, then the earlier journal entries can be 
removed without having to apply them to a snapshot. Thus, in a step 722, the "JO_" fields 
5 (JO_HEAD_VOL 333, JO_HEAD_ADR 334, JOJDATA_VOL 337, and JO_DATA_ADR 
338) are simply moved to a point in the list of journal entries that is later in time than the 
selected snapshot. If no such snapshot can be found, then in a step 723 the oldest journal 
entry is applied to a snapshot that is earlier in time than the oldest journal entry, as discussed 
for step 720. 

10 [69] Still another alternative for step 721 is simply to select the most recent snapshot. All 
the journal entries whose sequence numbers are less than that of the most recent snapshot can 
be freed. Again, this simply involves updating the "JO_" fields so they point to the first 
journal entry whose sequence number is greater than that of the most recent snapshot. Recall 
that an aspect of the invention is being able to recover the data state for any desired point in 

1 5 time. This can be accomplished by storing as many journal entries as possible and then 
applying the journal entries to a snapshot to reproduce the write operations. This last 
embodiment has the potential effect of removing large numbers of journal entries, thus 
reducing the range of time within which the data state can be recovered. Nevertheless, for a 
particular configuration it may be desirable to remove large numbers of journal entries for a 

20 given operating environment. 

[70] Another aspect of the present invention is the ability to place a "marker" among the 
journal entries. In accordance with an illustrative embodiment of this aspect of the invention, 
an application programming interface (API) can be provided to manipulate these markers, 
referred to herein as marker journal entries, marker journals, etc. Marker journals can be 

25 created and inserted among the journal entries to note actions performed on the data volume 
(production volume) 101 or events in general (e.g., system boot up). Marker journals can be 
searched and used to identify previously marked actions and events. The API can be used by 
high-level (or user-level) applications. The API can include functions that are limited to 
system level processes. 

30 [71] Fig. 8 shows additional detail in the block diagram illustrated in Fig. 1 . A 

Management Program (MP) 811 component comprises a Manager 814 and a Driver 813. The 
Driver component provides a set of API's to provide journaling functions implemented in 
storage system 100 in accordance with this aspect of the invention. The Manager component 
represents an example of an application program that uses the API's provided by the Driver 
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component. As will be discussed below, user applications 1 12 can use parts of the API 
provided by the Driver. Following is a usage exemplar, illustrating the basic functionality 
provided by an API in accordance with the present invention. 

[72] The Manager component 814 can be configured to monitor operations on all or parts 
5 of a data volume (production data store) 101 such as a database, a directory, one or more 

files, or other objects of a the file system. A user can be provided with access to the Manager 
via a suitable interface; e.g., command line interface, GUI, etc. The user can interact with the 
Manager to specify objects and operations on those objects to be monitored. When the 
Manager detects a specified operation on the object, it calls an appropriate marker journal 
10 function via the API to create a marker journal to mark the event or action. Among other 

things, the marker journal can include information such as a filename, the detected operation, 
the name of the host 110, and a timestamp. 

[73] The Driver component 813 can interact with the storage system 100 accordingly to 
create the marker. In response, the storage system 100 creates the marker journal in the same 

15 manner as discussed above for journal entries associated with write operations. Referring for 
a moment to Fig. 2, the journal type field (JHJTYPE) 218 can be set to MARKER to indicate 
that journal entry is a marker journal. Journal entries associated with write operations would 
have a field value of INTERNAL. Any information that is associated with the marker journal 
entry can be stored in the journal data area of the journal entry. 

20 [74] Fig. 9 illustrates an example for implementing an API based on a storage system 100 
that implements the SCSI (small computer system interface) standard. A special device, 
referred to herein as a command device (CMD) 902, can be defined in the storage system 
100. When the Driver component 813 issues a read request or a write request to the CMD 
device, the storage system 100 can intercept the request and treat it as a special command. 

25 For example, a write request to the CMD device can contain data (write data) that indicates a 
function relating to a marker journal such as creating a marker journal. Other functions will 
be discussed below. The write data can include marker information such as time range, 
filename, operation, and so on. 

[75] With a write command, the Manager component 8 14 can also specify to read special 
30 information from the storage system 100. In this case, the write command indicates 

information to be read, and following a read command to the CMD device 902 actually reads 
the information. Thus, for example, a pair of write and read requests to the CMD device can 
be used to retrieve a marker journal entry and the data associated with the marker journal. 



16 



[76] An alternative implementation is to extend the SCSI command set. For example, the 
SCSI standard allows developers to extend the SCSI common command set (CCS) which 
describes the core set of commands supported by SCSI. Thus, special commands can be 
defined to provide the API functionality. From these implementation examples, one of 
5 ordinary skill in the relevant arts can readily appreciate that other implementations are 
possible. 

[77] Fig. 10 illustrates the interaction among the components shown in Fig. 1 . A user 1002 
on the host 1 10 can interact via a suitable API with the Manager component 814 or directly 
with the Driver component 813 to manipulate marker journals. The user can be an 

10 application level user or a system administrator. The "user" can be a machine that is suitably 
interfaced to the Manager component and/or the Driver component. 
[78] The Manager component 814 can provide its own API 814a to the user 1002. The 
functions provided by this API can be similar to the marker journal functions provided by the 
API 813a of the Driver component 813. However, since the Manager component provides a 

1 5 higher level of functionality, its API is likely to include functions not needed for managing 
marker journals. It can be appreciated that in other embodiments of the invention, a single 
API can be defined which includes the functionality of API's 813a and 814a. 
[79] The Driver component 813 communicates with the storage system 100 to initiate the 
desired action. As illustrated in Fig. 10, typical actions include, among others, generating 

20 marker journals, periodically retrieving journal entries, and recovery using marker journals. 
[80] Following is a list of functions provided by the API's according to an embodiment of 
the present invention: 

GENERATE MARKER 

25 This function will generate a marker journal entry. This function can be 

invoked by the user or by the Manager component 1 14 to generate a marker 
journal. The following information can be provided: 

1. operation - this specifies a data operation that is being performed 
on the object; e.g., deletion, re-format, closing a file, renaming, etc. 

30 It is possible that no data operation is specified. The user may 

simply wish to create a marker journal to identify the data state of 
the data volume 101 at some point in time. 

2. timestamp 

3. object name, e.g., filename, volume name, a database identifier, 
35 etc. 

4. hostname 

5. host IP Address 

6. comments 
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The GENERATE MARKER request is sent through the Driver component 
1 13 to the storage system 100. The storage system performs the following: 

1 . Assign the next number in the sequence number SEQ 3 1 3 to the 
marker. In addition, a time value can be placed in the JH TIME 
214 field, thus associating a time of creation with the marker 
journal. 

2. Store the marker on the journal volume J VOL 106. The 
accompanying information is stored in the journal data area 225. 

The created marker journal entry is now inserted, in timewise sequence, into 
the list of journal entries. 

GET MARKER 

Retrieve one or more marker journal entries by specifying at least one or more 
of the following retrieval criteria: 

1 . time - This can be a range of times, or a single time value. If a 
single time value is provided, the marker journals prior to the time 
value or subsequent to the time value can be retrieved. Some 
convention would be required to specify whether prior-in-time 
marker journals are obtained, or subsequent-in-time marker 
journals are obtained; e.g., a "+" sign and a "-" sign can be used. 

2. object name, e.g., filename, volume name, a database identifier, 
etc. 

3. operation - A specific operation can be used to specify which 
marker journal(s) to obtain. 

Generally, any of the data in the marker journal entry can be used as the 
retrieval criterion(a). For example, it may be desirable to allow a user to 
search the "comment" that is stored with the marker journal. 

The following information from the retrieved marker journals can be obtained, 

although it is understood that any information associated with the marker 

journal can be obtained. 

sequence number 
timestamp 

other information in journal data area 225 
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READ HEADER 

The next two function allow a user to see makers stored to the journal volume 
JVOL106 at any time. The Driver 813 searches markers that a user wants to 
see . In order to speed up the search, Driver 813 periodically reads journal 
5 headers 219, finds markers, reads journal data 225, and stores them to a file. 

This stores all the markers to a file in advance. 

This function obtains the header portion of a marker journal entry. 

A sequence number is provided to identify which journal header to read next. 
10 This is used to calculate the location of the first header. 

The number of journal headers is provided to indicate how many journal 
headers are to be communicated to the driver 813. 
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READ JOURNAL 

This function reads the journal header. 



A sequence number is provided to identify which journal header to read next. 
20 This is used to calculate the location of the first header. 

The location and length of the journal data are obtained from the JH_JNL 216, 
JH JADR 217 and JHLEN 213 fields. This information determines how 
much data is in a given marker journal. 



INVOKE RECOVERY 

This invokes a recovery action. A user can invoke recovery using the 
following parameters: 

timestamp as the recovery target time, or 
sequence number as the recovery target time . 



[81] Objects can be monitored for certain actions. For example, the Manager component 
35 814 can be configured to monitor the data volume 101 for user-specified activity (data 

operations) to be performed on objects contained in the volume. The object can be the entire 
volume, a file system or portions of a file system. The object can include application objects 
such as files, database components, and so on. Activities include, among others, closing a 
file, removing an object, manipulation (creation, deletion, etc) of symbolic links to files 
40 and/or directories, formatting all or a portion of a volume, and so on. 

[82] A user can specify which actions to detect. When the Manager 814 detects a specified 
operation , the Manager can issue a GENERATE MARKER request to mark the event. 
Similarly, the user can specify an action or actions to be performed on an object or objects. 
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When the Manager detects a specified action on a specified object, a GENERATE MARKER 
request can be issued to mark the occurrence of that event. 

[83] The user can also mark events that take place within the data volume 101 . For 
example, when the user shuts down the system, she might issue a SYNC command (in the 
5 case of a UNIX OS) to sync the file system and also invoke the GENERATE MARKER 

command to mark the event of syncing the file system. She might mark the event of booting 
up the system. It can be appreciated that the Manager component 1 14 can be configured to 
detect and automatically act on these events as well. It is observed that an event can be 
marked before or after the occurrence of the event. For example, the actions of deleting a file 

10 or SYNC'ing a file system probably are preferably performed prior to marking the action. If 
a major update of a data file or a database is about to be performed, it might be prudent to 
create a marker journal before proceeding; this can be referred to as "pre-marking" the event. 
[84] The foregoing mechanisms for manipulating marker journals can be used to facilitate 
recovery. For example, suppose a system administrator configures the Manager component 

15 814 to mark every "delete" operation that is performed on "file" objects. Each time a user in 
the host 110 performs a file delete, a marker journal entry can be created (using the 
GENERATE MARKER command) and stored in the journal volume 106. This operation is a 
type where it might be desirable to "pre-mark" each such event; that is, a marker journal 
entry is created prior to carrying out the delete operation to mark a point in time just prior to 

20 the operation. Thus, over time, the journal entries contained in the journal volumes will be 
sprinkled with marker journal entries identifying points in time prior to each file deletion 
operation. 

[85] If a user later wishes to recover an inadvertently deleted file, the marker journals can 
be used to find a suitable recovery point. For example, the user is likely to know roughly 

25 when he deleted a file. A GET MARKER command that specifies a time prior to the 

estimated time of deletion and further specifying an operation of "delete" on objects of "file" 
with the name of the deleted file as an object can be issued to the storage system 100. The 
matching marker journal entry is then retrieved. This journal entry identifies a point in time 
prior to the delete operation, and can then serve as the recovery point for a subsequent 

30 recovery operation. As can be seen in Fig. 2, all journal entries, including marker journals, 
have a sequence number. Thus, the sequence number of the retrieved marker journal entry 
can be used to determine the latest journal entry just prior to the deletion action. A suitable 
snapshot is obtained and updated with journal entries of type INTERNAL, up to the latest 
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journal entry. At that point, the data state of the volume reflects the time just before the file 
was deleted, thus allowing for the deleted file to be restored. 

[86] Fig. 1 1 illustrates recovery processing according to an illustrative embodiment of the 
present invention. The storage system 100 determines in a step 1110 whether recovery is 
5 possible. A snapshot must have been taken between the oldest journal entry and latest journal 
entry. As discussed above, every snapshot has a sequence number taken from the same 
sequence of numbers used for the journal entries. The sequence number can be used to 
identify a suitable snapshot. If the sequence number of a candidate snapshot is greater than 
that of the oldest journal and smaller than that of the latest journal, then the snapshot is 
10 suitable. 

[87] Then in a step 1 120, the recovery volume is set to an offline state. The term 
"recovery volume" is used in a generic sense to refer to one or more volumes on which the 
data recovery process is being performed. In the context of the present invention, "offline" is 
taken to mean that the user, and more generally the host device 110, cannot access the 

1 5 recovery volume. For example, in the case that the production volume is being used as the 
recovery volume, it is likely to be desirable that the host 1 10 be prevented at least from 
issuing write operations to the volume. Also, the host typically will not be permitted to 
perform read operations. Of course, the storage system itself has full access to the recovery 
volume in order to perform the recovery task. 

20 [88] In a step 1130, the snapshot is copied to the recovery volume in preparation for the 
recovery operation. The production volume itself can be the recovery volume. However, it 
can be appreciated that the recovery manager 1 1 1 can allow the user to specify a volume 
other than the production volume to serve as the target of the data recovery operation. For 
example, the recovery volume can be the volume on which the snapshot is stored. Using a 

25 volume other than the production volume to perform the recovery operation may be preferred 
where it is desirable to provide continued use of the production volume. 
[89] In a step 1 140, one or more journal entries are applied to update the snapshot volume 
in the manner as discussed previously. Enough journal entries are applied to update the 
snapshot to a point in time just prior to the occurrence of the file deletion. At that point the 

30 recovery volume can be brought "online." In the context of the present invention, the 
"online" state is taken to mean that the host device 1 10 is given access to the recovery 
volume. 

[90] Referring again to Fig. 10, according to another aspect of the invention, periodic 
retrievals of marker journal entries can be made and stored locally in the host 110 using the 
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GET MARKER command and specifying suitable criteria. For example, the Driver 
component 813 might periodically issue a GET MARKER for "delete" operations performed 
on "file" objects. Other retrieval criteria can be specified. Having a locally accessible copy 
of certain marker journals reduces delay in retrieving one marker journal at a time from the 
storage system 100. This can greatly speed up a search for a recovery point. 
[91] From the foregoing, it can be appreciated that the API definition can be readily 
extended to provide additional functionality. The disclosed embodiments typically can be 
provided using a combination of hardware and software implementations; e.g., combinations 
of software, firmware, and/or custom logic such as ASICs (application specific ICs) are 
possible. One of ordinary skill can readily appreciate that the underlying technical 
implementation will be determined based on factors including but not limited to or restricted 
to system cost, system performance, the existence of legacy software and legacy hardware, 
operating environment, and so on. The disclosed embodiments can be readily reduced to 
specific implementations without undue experimentation by those of ordinary skill in the 
relevant art. 
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